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Introduction

» Cybersecurity is critical, challenging, and 1n-de-

mand cognitive work, but we are only starting to

understand it.

* As technology continues to advance, so do the

threats posed to 1t, highlighting the need to ensure

that cybersecurity professionals are fully equipped

with the proper skillset to meet these needs.

* We have previously argued that macrocognition

can help us understand how cybersecurity profes-

sionals apply cognitive resources to their work

(Schuster, 1n press).

* However, we are not yet at a point where we can

develop 1nterventions to improve macrocognition
(Khan, Helzer, & Schuster, 2021).

Background

* Macrocognition 1s the collection of cognitive pro-

cesses and functions that characterize how people
think 1n natural settings (Klein et al., 2003).

* An awareness training for macrocognition was de-

veloped for cybersecurity professions. We hope to

evaluate 1ts effectiveness through observing chang-

es 1n the attitudes, knowledge, and skills of cyber-

security professionals.

Macrocognition Function

Definitions Applied to Cybersecurity
Context

Problem Detection

Defenders must be able to identify events
that do not conform to a specific pattern.
The ability to spot potential problems at an
early stage is critical.

Adaptation

Defenders must have the ability to adapt to
changes in an environment and deal with
uncertainty in contexts of rapid change in
threats and threat defense.

Sensemaking and Situation
Assessment

Defenders need to make sense of their
current situation and also how they predict
future events will play out to prevent future
attacks.
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Proposed Method

1. An IRB approved awareness training for macro-
cognition was developed for cybersecurity profes-

S10NS.

Methods

We developed an
awareness training to
teach cybersecurity
professionals about
cognition.

2. Participants will be given pretest measures and a
demographics survey through Qualtrics, followed

by a 30-minute training workshop.

3. Additionally, a follow-up questionnaire will be
administered 1n an attempt to capture how our
training has impacted cybersecurity professionals

job performance.

Predictions

* Our study will provide 1nitial evidence that the

training can inform participants about the concept

of macrocognition.

* The study will motivate defenders to apply their

new knowledge towards their workplace to boost

performance 1n cybersecurity.
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